1. YcTaHOBUTE aHTUBUPYCHBIEC ITIPOTPAMMBI

Bupyc — 310 BpeioHOCHas porpaMma, KoTopast IIPOHUKAeT Ha Ball KOMIBIOTEp, HOYTOYK WIH CMapThoH
pa3nmuaabIME criocobamu. OHa crioco0Ha He TOJBKO IMTOMenaTh padoTe, HampuMep, CIeNaTh HeAOCTYITHOH 4acTh
NOCTOSIHHOU MaMATH, HO ¥ TIOXUTUTh KOHOUICHIHAIBHYIO HHYOPMALUIO: JIOTHHBI, IApOJIH, OAHKOBCKUE
PEKBU3UTHI. )1 3aLIUTHI OT BUPYCOB CYIIECTBYIOT aHTUBHPYCHL. Ba)kHO HE IIPOCTO MOJIb30BATHCS HMH, HO U
HEePHUOIMICCKH OOHOBIIATH MX 0a3bl JAaHHBIX, BEJIb CO3JATEIH BPEIOHOCHBIX IIPOTPAaMM TO U JIEJI0 3aIyCKAIOT B

WHTEPHET CBOM HOBEIE Pa3pabOTKHL.

2. VIcrioNIb3yHTE CIIOKHBIEC JIOTUHBI U TAPOJIH

Jlorus B Buze nMmeHn, Gpammnnu u napois tana 1234 nmm QWERTY — He myumas uaes. Ecian kTo-To Beepbes
PELINT MOXUTUTD Bally KOH(PHUICHINATLHYIO HHPOPMAINNIO, OH PACKOJIET TAKYIO «3aIIUTY» B JIBa cUeTa. XOPOIIHH
JIOTUH 1 TTapoJIb — 3TO CJIOXHAS KOMOMHAIMS, B KOTOPOH MCIIONB3YIOTCS 3arIaBHBIC U CTPOYHBIC OYKBBI, TH(PHI 1
cUMBOJIBI. JlydIire 3a/1eficTBOBATH CIEIMAIbHBIC TIPOTPAMMBI, KOTOPBIE TEHEPUPYIOT MX, 3aIOMHHAIOT U HA/IC)KHO

XpaHAT. U xenaTeapHO MOIB30BATHCS Pa3HbIMHU COUCTAHUAMMU JIOTUHOB U naponeﬁ JJIs1 pa3HbIX CalTOB.

3. PaznoruHuBaiTech Ha 4yKMX YCTPOHCTBAX

Bocmons3oBanuch qYKUM KOMHBIOTGpOM? Ilocne atoro HEAOCTATOYHO POCTO 3aKPLITh CTPAHUILY, HAa KOTOPYIO BbI
3aX0aUJIN. He 3a0s1BaiiTe npeABapUTCIbHO BBIXOAUTH U3 BCEX dKKAYHTOB, COHCCTCﬁ 1 MECCCHKEPOB Ha
YCTPOI\/’ICTBC. B MPOTUBHOM CJIy4dac 4YCJIOBCK, KOTOpLIﬁ CAACT 3a OTOT KOMIBIOTEP IOCJIC BAC, ITIOJTYYHUT BO3MOXKHOCTDH

BOWTH B Bally y4YC€THYIO 3aIlUCh U CACJIATh C Hel BCE, YTO EMY 3a6nar0paccy;u/ITc;1.

4. IIpoBepsiiTe 0€30IIaCHOCTh COCAUHEHUIN

BCCFH& 06pa1ua171Te BHHUMaHHMC HA TO, YTO HAIIMCAaHO B anpeCHoﬁ CTPOKE. Ecnu Bo1 BUAWTE, YTO aJApeC caiita
HaunHaeTcs ¢ HTTPS — Bce B nopsake, 3To Oe3omacHoe COCOAUHCHUEC U 31€Ch MOKHO BBOJIUTH KOH(i)I/I,HeHHI/IaJ'H)HyIO

uHpopmanuto. Eciu ke anpec naunnaercss ¢ HTTP — aTo 3Ha4mT, 4TO COeAMHEHHE HE 3alIUIIeHO. TakxKe cieBa oOT



HTTPS nosmken ObITh 3Ha4OK B BUJE 3aMKa. J[i1s1 Ooublnel yBepeHHOCTH B O€30I1aCHOCTH COSIMHEHHS MOKHO

KIIMKHYTb Ha HETO U IPOCMOTPETH I/IH(l)OpMaIlI/IIO BO BCIIJIBIBAKOIIICM OKHE.

5. ByapTe BHUMAaTEIbHEI K coenuHeHUIM Wi-Fi

OO1e0CTyHBIE COSAMHEHNUS €CTh, HAIIPUMEp, B Kade, TOProBhIX LIEHTpax U aspornopTax. He ncnonb3yiite ux,
eciii codupaeTech BBOANUTH JIOTUHBI, APOJIH, TMO0 COBEPILATh OIUIATY YCIYT U TOBApOB uepe3 MHTepHeT. JInbo

BOO6III€ HC nonwyfnecs HUMU HU IPU KaAKUX 00CTOATENLCTBAX U OrpaHNYbTECH OOBIYHBEIM MOOMIILHEIM UHTCPHECTOM.

6. Opranusyiite 0e30nacHbIN PEeXKUM JIJIsI peOCHKA

Ha MHOrHX KOMIBIOTEPaxX U MOOMIBHBIX YCTPOHCTBAX MperycMOTpeH Oe3onacHblil «JleTckuil peskumy». Taxoke
MOYXHO HACTPOMTH OTPaHMUYCHUS C TIOMOILBIO JIOMAIITHET0 poyTepa — 00BIYHO 3Ta (PYHKLUS HA3bIBACTCS

«Poautenbeknii KOHTPOJbY. Enle 0JInH BapuaHT — UCI0JIb30BAHUE CIIELUANIbHBIX IETCKUX PACIIUPEHUH IS

Opay3zepoB. J1000ii U3 epednCIICHHBIX BbIIE BADHAHTOB CBOJUT K MUHUMYMY BEPOSITHOCTh TOTO, YTO PEOCHOK

MOMAJIET Ha OMACHBIN calT. M, KOHEUHO, 3aBEANTE €My COOCTBCHHYIO YUCTHYIO 3aIUCh.

7. Co3zaiiTe ABE MOYTHI — JIJIsI pAa0OTHI M JIUUHYIO

3T0 HE TOJIBKO YA0OHO. DTO eIie ¥ MOMOTaeT OTCIeKUBATh MOIIEHHUKOB. Ecnu Ha pabouyro mouTy IpUXoanuT
MHCHMO, B KOTOPOM YTBEPIKAAETCsl, YTO €ro aBTOP yUMJICS C BAMH B OJIHOM KJIACCE M BbI CAMH JIATIK €MY JTOT ajipec

— cpasy SICHO, YTO JIEJIO0 HEYHCTO.

8. He nepenaBaiite KOH(QUACHIIMATbLHBIC CBEICHUS

He nepecruiaiite maposnu, J0TUHBL, TacopTHEIE qaHHbIE, [IITH-K0a6I M TpOoUyT0 MO100HY 0 HHPOPMAIIHIO B
MECCeHKepax, yaTax WM M0 3JIEKTPOHHOM noure. He aenaliTe 3T0r0, 1aske eciiu Ball COOECEIHUK yTBEPXK/IACT,
YTO OH — IPEACTaBUTENb CIyKObI Oe30macHoCTH 6aHKa. Eciam ecTh COMHEHMS, JTydIle epe3BOHUTE B Balll OAHK FITH

MHYIO OPTaHU3AINIO, COTPYAHUKOM KOTOPOH MPEICTaBIACTCS YeIOBEK, M YTOYHUTE HH(OPMAIIHIO.


http://deti.tele2.ru/landing

9. He XPaHUTC CKaHbl JOKYMCHTOB B IIOYTC

Jlydmre BooO1e He nepechuIaTh CKaHbl ¥ (poTorpad iy JOKYMEHTOB TI0 3JI€KTPOHHOH MOYTE, B YaTax
U MecceHukepax. Ecnum Takas HeoOX0MMOCTh BCE JKE BO3HMKIIA, HAIIPHMED, 110 pabOTe WIIN €CIIN HYKHO
JVCTaHIIMOHHO HAIIPABUThH 3asBJICHHE, [10CJIE YAATUTE MMICEMO HIIN coo0IIeHne B Meccenmkepe. Ho mepen s3tum

y0OenuTecs, 4To azpecaT MOIyduIl JOKYMEHTHI.

10. OrpannubTe HHPOPMAIHIO O c€OE B UHTEPHETE

Jlydmre He BBIKIIAABIBATh HA BceoOIee 0003peHne cBoit Homep Tenedona, aapec 3IeKTPOHHON HOYTHI M APYTYIO
KOHTaKTHYI0 HH(opmanuro. Ecian 370 Hy)KHO ceIaTh B CBSI3H C IOJDKHOCTHBIMH 00513aHHOCTSIMU FJTH TOUCKOM
paboTHI, co3/aliTe anpec 3JIEKTPOHHON TTOUTH M HOMEp Tesie)OHa, KOTOPbIe OyIyT MCIOIb30BaTHCS TOIBKO LIS
3TOr0. MHOTHE COIMAIbHBIE CETH TTO3BOJISIOT HACTPAUBATH CITMCOK TEX, KTO MOXKET MPOCMAaTPHUBATh Ball IPO(HIb U
OTHPaBIIATH COOOIEHNsI. MOXXHO, HAIPUMEp, CIIENaTh TaK, YTOOBI MUCATh BaM OBUIO PAa3penIeHO TOJIBKO TEM, C KEM
y Bac MOATBEPIK/ACHA APYk0a — U IPH ATOM, KOHEYHO, CTOUT YOEIUTHCS, UTO BBl HIMEETE MPEJCTaBICHNE O KaXKIOM

CBOEM OHJIANH-IIpyTE.

11. He oTkpbIBaiiTe NOJ03PUTEIBHBIE TTHChMA

[Ipex/e 4eM OTKPBITH MUCEMO, TIPULIEAIIEE HA JIEKTPOHHYIO MOYTY, IPOYHTANTE 3ar0JIOBOK M IOCMOTPHTE, C
KaKoro aJipeca OHO ObUIO OTNpaBiieHo. Eciy TeMa BaM HEMHTEpeCHa, 3ar0JI0OBOK COCTABIICH C IPYOBIMH OMIMOKaMH,
aJIpec TMpeCTaBIsIeT OO0 Xa0THYHOE HArPOMOXKICHHE CHMBOJIOB MJIM HAIOMHHAET Ha3BaHHUE BaIlero OaHka, HO C
HepecTaBlICHHBIMU OYKBaMH, cpa3y OTIPABISIHTE MUCHMO B KOp3HuHY. Y HUKOT/1a HE OTKphIBaiiTe (aiiibl .exe B

MOJAO3PUTECIIbHBIX MMCbMaXx.

12. He nepexoanTe mo mogo3puTEILHBIM CChLIKAM

I[an(e €CJIK BCILJIbIBAarOIas CChIJIKA O6€HIaGT YTO-TO OUC€Hb UHTEPECHOC 1 BbII'OJAHOC, JIYUIIC HE KJIMKATh Ha HEC.

Ecmn CCBUIKY IIpHCJiaJl BaM 3HaKOMLIfI, npu4yemM 0e3 Kakux-audo KOMMECHTApHEB, CHa4Yajla YTOYHUTE, YTO OH UMEJI B


http://tele2.ru/option/messenger

BUAY. BO3MO)KHO, €ro B3JIOMaJi1, U TCTICPb MOUICHHUKHN UCIIOJb3YIOT €TO l'IpO(l)I/IJ'IL JJI paCCbUIKU BPEAOHOCHBIX

MPOTPaMM.

13. He oTtnipaBnstiite mpeaBapuTeabHbie SMS

BawM npeanaratoT ckauaTh KpaCUBYH KapTUHKY WJIM HHTEPECHBIN pUHITOH B HHTepHeTe 3a SMS? [IpoBepbTe HOMED,
Ha KOTOPBIH ITPOCAT OTIPABUTH COOOIIECHHE, B JIIOOOM ITONCKOBHKE. BO3M0OXKHO, 3TO MOIIEHHUYECTBO, U BaM

NPUILTIOT (haiiyl ¢ BUPYCOM HITH MOMPOCTY CIIUIIYT CO cYeTa TejieoHa CONUAHYIO0 CYMMY JICHET.

14. He ycTanaBiuBanTe COMHUTEIIbHBIE

IIPUJIOKECHUS

Ectp JBa 0e30IMaCHBIX HCTOYHHKA HpI/IJ'IO)KCHI/II\/’II

odunmansHEIe Mara3uHel, co3ganasie Apple, Google, Microsoft u npyruMu mogoOHEIMHA KOMITAHUSIMI,
odunmanbHble CaiiThl KOMITAHUH, Pa3pabOTABLIMX MTPUIIOKEHHUSI.

VeraHOBKa IPUIOKEHUHI U3 IPYTUX UCTOUYHUKOB, B TOM YHCJIE PA3JIMYHBIX JJOMAHbIX U IIMPATCKUX BEPCUM, MOKET

3aKOHYUTHCA TEM, YTO BaM MPUACTCA TINATCIIbHO YUCTUTh KOMITBIOTEP WMJIN TeJ'Ie(bOH OT BUPYCOB.

15. byapTe akKypaTHbI B HHTEPHETE C

HEe3HaKOMIIaMH

BupryanbHas kpacaBuia (MM KpacaBell) pejiaraloT 0OMeHsIThCsl HHTUMHBIMU GoTorpadusmu? He Toporurech
coryamarscs. Bel puckyeTe Tem, 94TO Bali CHUMKH B JKaHPE HIO CTAHYT JOCTYITHBI B HHTEPHETE BCEM JKEIIAFOIINM.
Ecnu BaM npesaratoT IMYHYIO BCTpPEUy, TOKE MOAyMaiiTe HECKOIBbKO pa3. PoMaHTHUeCKOe CBUIaHHE BIIOJTHE

MOJKET 00epHYThCS OOBIYHBIM OTpabIeHUEM.

16. 11 co 3HakOMbIMU OyJIbT€ aKKypaTHEE



.HIOILI/I u 06III€HI/I€ OBIBAIOT Pa3HbIMU: CETOJAHA BbI JIYYHIUEC APY3bs, a 3aBTPpa N (S700005(5 Bparu. U coBmecTHBIC
(l)OTOl"paq)I/II/I, BUACO, HUTATHI U3 IEPETIUCOK MOTYT OBITH MCIIOJIL30BAHbI IIpOTHUB Bac. HOBTOMy peKIAC YEM

OTIIPABUTH YTO-TO JIMYHOC JaKE XOPOIIO 3HAKOMOMY YCJIOBCKY, no,ayMaﬁTe, HC MPEBPATUTC JIU B IOCJICAYIOLIEM

9TOT KOHTCHT B KOMIIpOMaAT.

17. bnokupyHTe Nog03pUTEIIBLHBIX ITOJIb30BATEIICH

Ecnu y Bac mosiBUITNCH TO/I03PEHMS, YTO TOT, KTO IUIIET BaM B HHTEPHETE — MOLICHHHK, CMEJIO OJIOKUPYHTE ero.
OT0 He 3aliMeT MHOTO BPEMEHH, HO TOMOXKET cOepedb HEPBHI U JCHEKHBIE CPeCTBA. MHOTHE U3 MOIICHHUKOB
3HAIOT, KaK BBI3BATH JKaJOCTh, 00MaHYTh, 3aITyraTh U 3aTOBOPHUTH 4yeJoBeKa. [[03ToMy ¢ TaKUMHU JTIOABMU JTyYIlle
Jlake He BeCTH Oecel U CMeJIo OTIIPABIIITH B YePHBIH ciiucok. Taxke y Hac ecTh yao0Has ycinyra «besonacHelii
PESKUM», TIOJKIIOUMB KOTOPYIO, HEXKeaTeIbHbIe COOOICHHUS, ClIaM M HHTEPHET-TIOAMUCKH Oy 1yT OJIOKHPOBATHCS

AaBTOMATHYCCKH — O6paTI/IT€ BHHMAaHUC.

18. ByabTe OCTOPOKHBI C OECINIAaTHBIMU

PEUIOKECHUSIMHU

Bumute ciioBa «0ecruiaTHOY, «3apaboToK 0e3 BIOKECHUNY, «CKUAKU 99%» Win 94To-HHOYIb €I B 3TOM pojie?

O6XOZ[I/IT6 TaKHe CalThl CTOpOHOﬁ. Bce onn npeiararoT 30J0TbIC I'OPbI, HO Ha J1€JIC BbL 0o NOTEPACTC NCHBI'H,

7100 3aIIaTUTE COJMIHYIO CYMMY 32 JICIIEBYIO KUTAHCKYIO ITOJICIIKY.

19. Co3nante OTACIBHYIO KapTy IS IJIATEXKEH B

MHTEPHETE

Heo0s13aTenbHO BBONTD JaHHbBIE BAlllel OCHOBHON OaHKOBCKOM KapThl B MHTEPHET-Mara3nHax. 3aperucTpupyire
OT/EJIbHYIO, C KOTOPOH BBI Oy/IeTe OIUIauMBaTh BCE OHJIAHH-TIOKYIKH, U HE XpaHUTE Ha Hell Oosbiine cyMMbl. Ecin

€€ PCKBU3UTHI KaK-TO MMONAAYT K MOICHHUKAM, Balllnl (I)I/IHaHCOBI)IC MOTEPU HE 6yHyT CJIMIIKOM CEPLE3HBIMU.


http://tele2.ru/option/safe-mode
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20. ITocTapalTeCh HUYETO HE MOKYIIATh B
COILIMAJIbHBIX CETAX

Ceiiyac Hemano TOBapoB U yciayr npeanaraercs yepes «BKonrakre». Ecnu Bac 3auHTEepecoBain cepbr pyyHoO
paObOoThI WK TOPT, YOSIUTECh, YTO YCIIOBEK, KOTOPBIH UX MPOJAET, pealicH. MOXKET, Yy Hero yxKe Jelaiy 3aKa3 Balllu
3HakoMmble. [1o kpaitHeil Mepe, eci Bbl COBEpIIaeTe MOKYINKY BIIEPBbIE, HE MEPEBOAUTE MPEIOIIIATY HA KapTy
¢usnueckoro yuia. Ckaxure, 4TO OTAATUTE ACHBIH TOJBKO MPU JIMYHOM BCTPEUE U KOT/Ia YBHIUTE TOBAp.

Cne,uyﬁTe OTUM PCKOMCHAAlUAM, YTOOBI COXpaHUTHb KOHq)I/I[[eHHI/IaJ'ILHOCTL, JACHBI'M U HCPBEI.

Mo maTepuanam caitta: https://msk.tele2.ru/journal/article/20-rules-for-safety-internet
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